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What is a Logical Network

A virtual representation of the connections and It defines the flow of data and the logical
inferactions between devices, systems, and relationships between network components
services in a computer network.

Unlike a physical network, which is composed of
tangible hardware devices, a logical network is an
abstract concept that focuses on the logical
organization and communication within a network



Characteristics of a Logical Network

Virtual Connectivity

Enables devices to communicate over a
nhetwork regardless of their physical

" location, leveraging different types of
physical media.

Network Protocols

Sets of rules and standards that govern
data transmission, formatting, and
handling across the network.

Logical Addressing

Devices are identified using logical
addresses such as IP addresses, acting as
unique identifiers for locating and
communicating with each other.

Layered Architecture

Divides network functionality info separate
layers, each responsible for specific tasks,
using models like OSI (Open Systems
Interconnection).



Importance of Logical Networks

Efficient Resource Allocation

Logical networks provide a structured framework for
data transfer, directing data along optimal routes to
minimize congestion and maximize performance.

Enhanced Security

Enables robust security measures through logical
subnets, access controls, and firewall rules, protecting
sensitive data.

Scalability and Flexibility

Decouples logical representation from physical
hardware, allowing easy addition or modification of
devices and reconfiguration of network seftings.

Virtualization and Cloud Computing

Foundational to fechnologies like virtualization and
cloud computing, enabling seamless resource
provisioning and efficient network capability utilization.



Key Features of a Logical Network

Virtualization and Abstraction

Credtes virtual instances of physical resources like
servers, storage devices, and network components for
efficient utilization and management.

Scalability and Flexibility

Allows easy addition or removal of network resources
based on organizational needs.
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Logical Addressing and Routing

Uses IP addresses o uniquely identify devices and
efficiently route data between them.

Centralized Management and Control

Simplifies network administration by enabling control
and monitoring from a centralized location.



Components of a Logical Network

Protocols and Standards

TCP/IP, Ethernet, and other protocols that
define device communication and data
exchange.

Network Devices
Routers, switches, firewalls, and other

9 devices that facilitate data tfransfer and
network security.

Network Services

Services such as DHCP, DNS, and NAT that
enhance network functionality and
operation.

VLANs and VPNs

Virtual LANs segment the network for
better organization and security, while
~__ Virtual Private Networks provide secure
< remote access to the network.
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Different Network Architectures

Client-Server Architecture

Centralized model where a server provides resources
and services to multiple clients.

Hybrid Architecture

Combines client-server and peer-to-peer models for
flexible resource sharing and centralized control.
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Peer-to-Peer Architecture

Decentralized model where devices act as both clients
and servers, sharing resources directly.

Cloud-Based Architecture

Uses cloud infrastructure to provide network services
and resources over the internet.



Benefits and Limitations of Network Architectures

Scalability and Performance Security Implications
Different architectures offer varying levels of scalability Varies by architecture; e.g., VPNs provide secure
and performance efficiency. remote access, while wireless networks may introduce

security challenges.

Cost-Effectiveness Application Compatibility
Cloud-based architectures offer cost savings through CDN architectures improve performance and
scalable and flexible resource utilization. availability of web content, while point-to-point

networks may have limitations for extensive data
transfer.



Key Components of Network Architecture

. Network Devices Network Protocols

Physical hardware enabling Rules governing data transmission, such as
communication, such as routers, switches, TCP/IP, Ethernet, and Wi-Fi.
hubs, and access points.

Network Topology Network Security

Measures like firewalls, VPNs, encryption,
and intrusion detection systems ensuring
data protection.

Physical or logical arrangement of
network devices, such as star, bus, ring,
and mesh topologies.




Comparison of Client—-Server and Peer—to—-Peer
Architectures

Client-Server Architecture Peer-to-Peer Architecture

Centralized control with distinct client and server Decentralized control where devices function as both
roles, offering scalability and security but dependency clients and servers, enabling direct resource sharing.
on server.

Differences in Scalability @ Security and Management

Client-server is highly scalable by adding server Client-server offers centralized security control;
resources; peer-to-peer faces challenges as node peer-fo-peer requires each node to implement
numbers increase. security measures.



Centralized vs. Distributed Architectures

Centralized Architecture

Single central authority for resource management and
control, efficient resource utilization but single point of
failure.

Differences by Scalability

Centralized becomes limited as network grows;
distributed easily scales by adding nodes.

Distributed Architecture

Resources and control are spread across multiple
nodes, offering fault tolerance and scalability but
increased complexity.

Fault Tolerance and Performance

Centralized architectures are susceptible to failures,
whereas distributed architectures offer resilience and
potentially better performance.



Hierarchical vs. Flat Architectures

Hierarchical Architecture

Organized into layers or tiers, improving network
management, scalability, and performance but with
complexity.

Trade-offs

Hierarchical provides better management and
scalability for large networks; flat is suitable for
smaller, simple networks.

Flat Architecture

Devices have equal roles and responsibilities, offering
simplicity and decentralization but limited scalability.

Scalability and Performance

Hierarchical scales easily by adding layers; flat may
face performance issues with increased devices.



Comparison of Network Topologies

Bus Topology

Simple and cost-effective but limited scalability and
single point of failure.

Ring Topology
Equal access for devices but single failure disrupts the
network.

Star Topology

Fault folerance and easy troubleshooting but reliant
on central switch.

Mesh Topology

High fault tolerance and scalability but complexity and
higher cost.



0SI Model



OSI Network Model

The OSI model is divided into seven layers: Physical Layer, Data Link Layer, Network
Layer, Transport Layer, Session Layer, Presentation Layer, and Application Layer. Each
layer has distinct functions and responsibilities in the network communicqﬁon process.




Physical Layer
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Definition and Function Transmission Media Real-World Examples

Responsible for the actual Includes cabling types like Ethernet in office networks, Wi-Fi
transmission of raw bit streams Ethernet, fiber optics, and for wireless connections, and
over a physical medium, dealing wireless communication methods. fiber optics in long-distance
with physical components and telecommunications.

connections.



Data Link Layer

Reliable Data Transmission / | Error Detection and Correction
Frames data for error-free transmission Employs mechahisms to detect and
between adjacent network nodes. . correct errors during data transmission.
—
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Flow Control \ / . Single Hop Integrity

Ensures data transmission remains intact
within a local area network.

Manages the rate of data transmission to
prevent congestion and data loss.




Network Layer

Logical Addressing
Assigns unique IP addresses to devices for data packet identification.

Routing
Determines the most efficient path for data packets fo travel across networks.

Congestion Handling
Implements mechanisms to manage data traffic and prevent network congestion.




Transport Layer
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Flow Control and Congestion
Segmentation and Reassembly Error Recovery Control

Breaks down data info smaller
segments for fransmission and
reassembles them at the
destination.

Ensures lost or corrupted data
segments are retransmitted.

Regulates data flow and adjusts
transmission rate based on
network conditions.



Session, Presentation, and
Application Layers

Session Establishment
Manages the establishment, maintenance, and termination of communication sessions
between applications.

Data Formatting and Encryption
Ensures data is presented in a format that can be understood by the receiving
application and handles data encryption.

Application-Specific Services
Provides services directly to end-user applications like file transfer, email, and web
browsing.




IP Addresses and
Subnet masks



Introduction to IP Addresses

IP addresses are unique numeric identifiers assigned to devices connected to a
network. They are essential for network communication and routing, ensuring data
reaches its infended destination.




Types of IP Addresses

IPv4

IPv4 addresses are written as four sefs of numbers separated by periods
(eg. 192.168.1.1). They are the most commonly used type but are running
out due to the growing humber of connected devices.

IPv6

IPv6 addresses use eight sets of hexadecimal numbers separated by
colons (e.g., 2001:0db8:85a3:0000:0000:8a2¢:0370:7334). They were
developed fo provide a larger pool of addresses.



What is a Subnet Mask?

A subnet mask is a 32-bit humber used fo divide an IP address info
network and host portions. It determines which part of the IP address

represents the network and which part represents the device within that
network.




Example: Subnet Mask

Example: For IP address 192.168.1.100 with subnet mask 255.255.255.0,
the first three sets (192.168.1) represent the network, and the last set
(100) identifies the device in that network.




Importance of IP Addresses and
Subnet Masks

Network Communication

IP addresses and subnet masks allow devices to send data to the correct destination
and ensure it is received by the intended recipient.

Efficient Resource Allocation

Subnetting helps allocate IP addresses efficiently and manage network resources by
reducing broadcast traffic and improving performance.




IP Address Structure and Classes

Class A

Range: 1.0.0.0 fo 126.255.255.255. Used by large
organizations for a vast humber of devices on a single
network.

Class C

Range: 192.0.0.0 to 223.255.255.255. Suitable for
smaller networks like those in homes or small
businesses.

Class B

Range: 128.0.0.0 to 191.255.255.255. Used by
medium-sized organizations.

Classes D and E

Class D is for multicast purposes (224.0.0.0 to
239.255.255.255), and Class E is for experimental use
(240.0.0.0 to 255.255.255.254).



Calculating Subnet Masks

Binary to Decimal Conversion

Subnet masks are 32-bit values, with binary 1s representing the network portion and
binary Os representing the host portion. Convert these to decimal notation for ease of
use.

Logical AND Operation
To determine the network portion of an IP address, perform a bitwise logical AND
operation between the IP address and subnet mask.



Applying IP Addresses and Subnet Masks

Assigning IPs in a Small
Network

Example: Router at 192.168.1.1
and computers at 192.168.1.10 to
192.168.1.14 with subnet mask
255.255.255.0.

Subnetting for Departments
Subdivide a network (e.g,
192.168.0.0/24) into smaller
subnefts for different departments
with unique IP ranges.

Supernetting

Combine multiple networks (e.g,,
192.168.1.0/24, 192.168.2.0/24)
info a larger network using a

common subnet mask like
192.168.0.0/22.



Understanding
Network Protocols
and Communications



Introduction to Network
Protocols and Communications

Network protocols and communications are fundamental in ensuring the smooth and
efficient functioning of logical networks. Understanding the principles and guidelines
that govern these protocols is essential for network administrators and engineers.



Importance of Network Protocols

Definition
Network protocols define the rules and procedures that govern how devices
communicate and exchange data within a network.

Functions

Protocols ensure that datfa is transmitted accurately, efficiently, and securely,
preventing communication breakdowns and network failures.



Role of Network Protocols

OSI Model

Network protocols are implemented at different layers of the OSI model,
each serving a specific function, from physical transmission to
application-specific protocols.

Specific Layers

Physical layer handles raw bit transmission, Data Link layer manages
reliable transfer, and Network layer deals with routing and logical
addressing.




Communication Guidelines

TCP/IP
TCP/IP offers reliable, connection-oriented communication with guaranteed data
integrity, suitable for web browsing, email, and file transfers.

UDP
UDP provides connectionless, best-effort communication prioritizing speed over
reliability, ideal for real-time applications like video streaming and online gaming.




Examples of Protocols

Ethernet

A protfocol for LANs specifying
physical and data link layer
protocols, defining rules for

addressing, collision detection,
and media access control.

IP

A network layer protocol offering
logical addressing and routing
capabilities, ensuring packet
delivery across interconnected
networks.

HTTP

An application layer protocol for
transmitting data over the
infernet, governing
communication between web
browsers and web servers.



Principles of Protocol Design

Open Systems Interconnection (OSI) Model

Provides a conceptual framework for understanding how network
protocols should function across seven layers, from physical to
application.

End-to-End Principle

Intelligence and complexity should be placed at the network's endpoints,
guiding the design of lightweight protocols like UDP.




Types of Network Protocols
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TCP/IP HTTP DNS
A connection-oriented protocol A stateless protocol for Translates domain names into IP
ensuring reliable data delivery, transmitting and receiving web addresses, facilitating the routing
handling addressing, routing, and pages, using methods like GET, of infernet traffic.

error checking. POST, PUT, and DELETE.



Key Standards Organizations

IETF

Responsible for developing and maintaining network protocols like
TCP/IP, ensuring interoperability and compatibility.

IEEE

Establishes communication standards like Ethernet and Wi-Fi, enabling
devices fo transmit and receive data over various media.




Analysing Differences
Within the Physical
Layer of a Network



Introduction to the Physical
Layer

The physical layer is the first layer in the OSI network model and is responsible for
the actual transmission and reception of raw data bits over a network. It deals with the
electrical, mechanical, and functional aspects of network connectivity. Understanding
the differences within the physical layer is crucial for analyzing and troubleshooting
network connectivity issues.




Ethernet vs. Wi-Fi

Ethernet

Uses physical cables, such as twisted-pair copper cables or fiber-optic cables, to
transmit data between devices. Suitable for wired networks in offices and data centers
due to its fast and reliable connection.

Wi-Fi
Uses wireless signals fo transmit data over the airwaves. Commonly used in homes,
cafes, and locations where wired connections may be impractical.




Copper vs. Fiber Optic Cables

Copper Cables

Includes twisted-pair cables, are inexpensive and easy fo install but have
bandwidth and distance limitations. Less suitable for high-speed and
long-distance connections.

CAIE Fiber Optic Cables
Jl & Uses thin strands of glass or plastic fo transmit data as pulses of light,
offering higher bandwidth capabilities and longer transmission distances.
Commonly used in data centers and long-haul telecommunications.




Wired vs. Wireless Transmission

Wired Transmission

Uses physical cables to transmit data signals, providing a stable and
secure connection with minimal interference. Commonly used in critical
infrastructure networks where reliability is paramount.

Wireless Transmission

Allows data to be transmitted without physical cables offering
convenience and flexibility but is more susceptible fo interference and
distance limitations. Ideal for mobile devices and situations where
mobility is required.




Characteristics of the Physical Layer

Transmission of Data

Ensures that data is tfransmitted reliably and efficiently
across the network.

Network Medium

Interacts with various types of network media, such as
copper cables, fiber optic cables, and wireless
transmissions.
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Specifications for Transmission

Defines electrical, mechanical, and procedural
specifications for transmitting data, including voltage
levels, sighal timings, and fransmission modes.

Error Detection and Correction

Includes mechanisms for error detfection and
correction to ensure data integrity.



Types of Network Cables and Connectors
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Ethernet Cables

Most common types are CatSe
and Caté, using RJ-45
connectors.
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Fiber Optic Cables

Used for high-speed,
long-distance data transmission
using light signals through thin

glass or plastic fibers. Connectors
like SC and LC are used.

.

Coaxial Cables

Commonly used in cable TV and
broadband internet connections,
using F-type connectors.



Network Transmission Media

Twisted Pair
Consists of pairs of insulated copper wires twisted together, commonly used in
Ethernet networks. Cost-effective and supports various transmission speeds.

Fiber Optic
Uses light signals for data transmission, offering higher bandwidth and longer
distances with increased immunity to interference.

Wireless
Uses radio waves to transmit data without physical cables. Provides flexibility and
mobility but may face interference and range limitations.



Network Devices in Physical Layer

Hubs

Simple devices that connect multiple
devices within a network, tfransmitting data
to all connected devices.

Network Interface Cards (NICs)

Enable devices to connect o a network by
transforming digital data into signals that
can be fransmitted.

Repeaters " Media Converters

Enable the translation of data signals from
one type of physical medium to another,
allowing networks with different media
types to inferoperate.

Used fo extend the reach of a network by
regenerating and amplifying the signals
received.




Importance of Physical Layer Protocols and
Standards

Ethernet (IEEE 802.3)
Defines specifications for the physical and data link layer, supporting various data tfransmission rates.

Fast Ethernet (IEEE 802.3u)
Provides higher data transmission rates (100 Mbps) than traditional Ethernet.

Gigabit Ethernet (IEEE 802.3ab)
Offers higher data transmission rates (1 Gbps), allowing for increased network performance.

Differences Between Protocols

Ethernet is widely compatible, Fast Ethernet requires compatible devices, while Gigabit Ethernet provides scalability for larger data
traffic.



