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Level 4 Diploma in Cyber Security — Cyber Security Threat and Risk

Using your Study Guide

Welcome to the study guide, designed to support you in completing your Level 4 Diploma in
Cyber Security.

This study guide follows the order of the syllabus, which is the basis for your studies. Each
chapter starts by listing the syllabus learning outcomes covered and the assessment criteria.

Level 4 Units

The Level 4 Diploma in Cyber Security consists of the following units:

Unit Title | Credits | Status
Cyber Security Threat and Risk 20 Mandatory
Network Security and Data Communications 20 Mandatory
Database Security and Computer Programming 20 Mandatory
Incident Response, Investigations and Forensics 20 Mandatory
Security Strategy: Laws, Policies and Implementation 20 Mandatory
Cyber Security Threats and Risk: Banking and 20 Optional
Finance

Cyber Wars 20 Optional

The study guide includes a number of features to enhance your studies:

= 'Over to you:' activities for you to apply what you have learned.

& ‘Industry Insights:’ discover up-to-date trends, expert opinions, and real-world
examples from leading organisations in the cyber security industry.

'Did you know?' highlights interesting facts or surprising information to deepen
your understanding of cyber security concepts.

- 'Case studies:' realistic business scenarios to reinforce and test your
understanding.

| ‘Need to know:' key pieces of information highlighted in the text.

‘Examples:' illustrating points made in the text to show how it works in practice.

W

Note: Website addresses current as of March 2026.
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Level 4 Diploma in Cyber Security — Cyber Security Threat and Risk

Level 4 Cyber Security Threat and Risk

About this unit

Cyber security breaches cause significant personal and organisational damage and pose a
clear and present risk to business profitability and resilience. The annual cost of cyber-crime
continues to escalate, with estimates surpassing trillions of dollars globally. At a ground
level, cyber security breaches are causing business insolvencies and posing challenges to
employee safety and wellbeing.

In this unit you will be introduced to a variety of threats and risks emanating from
cyberspace. The unit examines various methods of attack and uses case studies to analyse
threat vectors, including malware, botnets and trojans. You will learn about models for
measuring threats, risks and impacts, including those proposed by the International
Standards Organisation (ISO) and the US National Institute of Standards and Technology
(NIST).

Using well-documented real-world case studies, you will investigate and examine the
business impact of recent mega data breaches. By the end of this unit, you will be able to
confidently analyse cyber threats, assess business risk, and communicate your findings
through a professional Business Impact Assessment report.

Unit code: T/617/1129
RQF level: 4

Credits: 20

Assessment: Consultancy Report — Post-incident Business Impact Assessment (BIA)
(Maximum 1500 words)
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Chapter One — Understanding Complex Business
Cyber Security Threats and Risks

Introduction

This chapter explores the landscape of cyber security threats facing modern businesses and
public organisations. You will examine major cyber breaches, the methods of attack used by
threat actors, and learn how to calculate the business impact of suspected or actual cyber
security incidents.

Cyber security is no longer solely a technical concern — it is a core business risk that affects
every level of an organisation, from the boardroom to the front line. Understanding the threat
landscape and being able to quantify the potential damage of a breach are essential skills for
any cyber security professional.

Learning Outcomes

On completing the chapter, you will be able to:

1. Understand complex business cyber security threats and risks.

Assessment Criteria

1.1 Analyse major cyber breaches and methods of attack that have severely impacted
businesses and public organisations.

1.2 Examine how to calculate the business impact of a suspected or actual cyber security
breach.

1.1 Major cyber breaches and methods of attack

[ Over to you — Video Watch: The Threat Landscape
Watch this YouTube video:

Title: Cybersecurity: Crash Course Computer Science #31
Link: https://youtu.be/bPVaOIlJ6In0?si=YVrr5zN-8SPPf9D1

After watching, write down the three most common types of cyber attack mentioned.
Why do you think cyber security is considered a business risk, not just a technology
problem?

Defining ‘Threat’ and ‘Risk’ in Cyber Security

Before analysing specific breaches, it is essential to understand two foundational terms. A
threat is any circumstance or event with the potential to cause harm to an information
system through unauthorised access, destruction, disclosure, modification of data, or denial
of service. Threats can originate from external actors (hackers, nation states, organised
crime) or from insiders (disgruntled employees, careless staff).

A risk is the likelihood that a threat will exploit a vulnerability and the resulting impact on the
organisation. Risk is typically expressed as: Risk = Threat x Vulnerability x Impact.
Understanding this relationship is fundamental to prioritising security investments and
making informed decisions about which risks to mitigate, transfer, accept, or avoid.
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| Need to know — The Risk Equation
Risk = Threat x Vulnerability x Impact

A threat without a vulnerability cannot be exploited. A vulnerability without a threat poses
no immediate danger. Both must exist together, and the resulting impact determines the
severity of the risk.

Current Attack Trends and Methods

The cyber threat landscape evolves rapidly. Organisations face an increasingly sophisticated
array of attack methods. Understanding these methods is the first step toward effective
defence. The principal categories of cyber attack include:

* Phishing and social engineering — manipulating individuals into divulging
credentials or clicking malicious links. Phishing remains the most common initial
attack vector, accounting for a significant proportion of all data breaches. Spear
phishing targets specific individuals with personalised messages, while whaling
targets senior executives.

* Malware — malicious software designed to damage, disrupt, or gain unauthorised
access to systems. Malware includes viruses (self-replicating programs that attach to
files), worms (self-propagating across networks without user interaction), trojans
(disguised as legitimate software), spyware (covertly collecting information), and
adware (displaying unwanted advertisements).

* Ransomware — a form of malware that encrypts a victim’s files and demands
payment (usually in cryptocurrency) for the decryption key. Notable ransomware
attacks include WannaCry (2017), NotPetya (2017), and more recent attacks
targeting hospitals, critical infrastructure, and supply chains.

* Denial of Service (DoS/DDoS) — overwhelming a system, server, or network with
traffic to make it unavailable to legitimate users. Distributed Denial of Service (DDoS)
attacks use botnets — networks of compromised devices — to amplify the attack.

* Man-in-the-Middle (MitM) attacks — intercepting communications between two
parties to eavesdrop or alter the data being exchanged. This can occur on unsecured
Wi-Fi networks or through DNS spoofing.

* SAQL injection and code injection — inserting malicious code into vulnerable
applications to manipulate databases or execute arbitrary commands. SQL injection
remains one of the most prevalent web application vulnerabilities.

+ Zero-day exploits — attacks that exploit previously unknown software vulnerabilities
before the vendor has released a patch. These are particularly dangerous because
there is no existing defence at the time of exploitation.

* Supply chain attacks — compromising a trusted third-party supplier to gain access
to the target organisation. The SolarWinds attack (2020) demonstrated how a single
compromised software update could affect thousands of organisations globally.

@ Industry Insight — The Cost of Cyber Crime

According to industry research, the global cost of cyber crime is projected to reach $10.5
trillion annually by 2025, making it one of the greatest transfers of economic wealth in
history. The average cost of a single data breach exceeded $4.45 million in 2023, with
healthcare and financial services being the most expensive sectors for breaches.
Understanding these figures is essential for making a business case for cyber security
investment.
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Read more: IBM Cost of a Data Breach Report: https://www.ibm.com/security/data-
breach

Analysing Mega Breaches: Case Studies

A ‘mega breach’ is generally defined as a breach affecting more than one million records.
Studying these incidents provides invaluable lessons about how attacks succeed and how
organisations can better prepare. Below are three significant breaches that demonstrate
different attack vectors and impacts.

£ Case Study — The SolarWinds Supply Chain Attack (2020)

In December 2020, it was disclosed that attackers had compromised the build system of
SolarWinds, a major IT management software provider. Malicious code was inserted into
a routine software update for the Orion platform, which was then distributed to
approximately 18,000 customers including US government agencies and major
corporations. The attack, attributed to a nation-state actor, went undetected for months
and provided the attackers with persistent access to sensitive networks.

Task: Research the SolarWinds incident and answer: (1) How did the attackers gain
initial access? (2) Why was the attack so difficult to detect? (3) What measures could
have prevented or limited the damage? (4) What was the business impact on
SolarWinds itself?

& Did you know?

The average time to identify and contain a data breach is approximately 277 days. This
means that by the time an organisation discovers it has been breached, attackers may
have had access to sensitive data for nearly nine months. This ‘dwell time’ is one of the
most critical metrics in incident response, and reducing it is a key objective of modern
security operations centres (SOCs).

Other significant mega breaches worth analysing include the Equifax breach (2017) which
exposed the personal data of 147 million consumers due to an unpatched Apache Struts
vulnerability; the Marriott International breach (2018) which compromised up to 500 million
guest records through a compromised subsidiary network; and the Colonial Pipeline
ransomware attack (2021) which disrupted fuel supplies across the eastern United States
and demonstrated the vulnerability of critical national infrastructure.

[ Over to you — Research Activity

Select one mega breach from the following list and prepare a 500-word briefing note that
covers: the attack vector used, the timeline of the incident, the organisational impact, and
the lessons learned.

Options: MOVE:it Transfer breach (2023), T-Mobile breach (2023), Optus breach (2022),
LastPass breach (2022), Log4Shell vulnerability exploitation (2021).

Useful resource: https://www.cisa.gov/known-exploited-vulnerabilities-catalog

1.2 Calculating the business impact of a cyber security breach
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Quantifying the business impact of a cyber security breach is essential for justifying security
investments, meeting regulatory obligations, and supporting incident response planning. A
Business Impact Analysis (BIA) is the formal process used to evaluate the potential effects
of a disruption to critical business operations.

Categories of Business Impact

The impact of a cyber security breach can be categorised into several dimensions:

* Financial impact — direct costs include incident response, forensic investigation,
system remediation, legal fees, and regulatory fines. Indirect costs include lost
revenue during downtime, increased insurance premiums, and the cost of credit
monitoring services for affected individuals.

* Reputational impact — loss of customer trust and confidence, negative media
coverage, and damage to brand value. Reputational damage is often the most
significant long-term consequence, as customers may take their business elsewhere.

* Operational impact — disruption to business processes, loss of productivity, and
inability to deliver products or services. In the case of ransomware, entire IT systems
may be rendered inoperable for days or weeks.

* Legal and regulatory impact — breaches of data protection legislation such as the
UK GDPR and the Data Protection Act 2018 can result in significant fines. The
Information Commissioner’s Office (ICO) can impose fines of up to £17.5 million or
4% of annual global turnover, whichever is greater.

* Human impact — effects on employees (stress, job losses, wellbeing), customers
(identity theft, fraud), and other stakeholders. The human dimension of cyber security
is often overlooked but can be devastating.

@ Example — Calculating Breach Costs

A mid-sized e-commerce company suffers a data breach affecting 500,000 customer
records. Estimated costs:

Forensic investigation: £150,000 | Legal counsel: £200,000 | Customer notification and
credit monitoring: £750,000 | Regulatory fine (ICO): £500,000 | System remediation:
£300,000 | Lost revenue (2 weeks downtime): £1,200,000 | Reputational damage
(estimated customer churn): £2,000,000

Total estimated impact: approximately £5.1 million
This illustrates why prevention is invariably more cost-effective than remediation.

Conducting a Business Impact Analysis (BIA)

A BIA is a systematic process for determining and evaluating the potential effects of an
interruption to critical business operations. The key steps in conducting a BIA are: identifying
critical business functions and processes; determining the maximum tolerable downtime
(MTD) for each function; estimating the financial and non-financial impact of disruption at
various time intervals; identifying dependencies between systems and processes; and
recommending recovery priorities and strategies.

@ Industry Insight — BIA in Practice

In regulated industries such as banking and healthcare, Business Impact Analyses are
not optional — they are a regulatory requirement. The Bank of England requires financial
institutions to demonstrate operational resilience, including the ability to continue critical
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operations during a severe but plausible cyber incident. Similarly, the NHS Digital Data
Security and Protection Toolkit mandates that healthcare organisations conduct regular
BlAs as part of their information governance framework.

[ Over to you — BIA Exercise

Choose a well-known organisation (e.g. a bank, hospital, retailer, or government
department). Identify three critical business functions for that organisation. For each
function, estimate: (a) the maximum tolerable downtime, (b) the likely financial impact
per hour of downtime, and (c) the reputational impact of extended disruption. Present
your findings in a table format.

Reading List

* Calder, A. and Watkins, S. (2024) IT Governance: An International Guide to Data
Security and ISO 27001/ISO 27002. 8th edn. London: Kogan Page.

+ Kim, D. and Solomon, M.G. (2022) Fundamentals of Information Systems Security.
4th edn. Burlington, MA: Jones & Bartlett Learning.

» Stallings, W. and Brown, L. (2023) Computer Security: Principles and Practice. 5th
edn. Harlow: Pearson.

* Vacca, J.R. (2022) Computer and Information Security Handbook. 4th edn.
Cambridge, MA: Morgan Kaufmann.

*  Whitman, M.E. and Mattord, H.J. (2022) Principles of Information Security. 7th edn.
Boston, MA: Cengage Learning.

Summary

In this chapter, you have explored the landscape of cyber security threats facing businesses
and public organisations. You have examined the definitions of threat and risk in a cyber
security context, analysed current attack trends including phishing, malware, ransomware,
and supply chain attacks, and studied real-world mega breaches. You have also learned
how to calculate the business impact of a cyber security breach and how to conduct a
Business Impact Analysis. These skills provide the foundation for the threat and risk
management frameworks explored in the following chapters.
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Chapter Two — Threat and Risk Management:
Malware and Ransomware

Introduction

This chapter explores the frameworks and models used to manage cyber security threats
and risks, and provides a detailed examination of malware and ransomware as specific
categories of intentional malicious cyber attack. You will learn how to apply established
threat and risk management concepts, including those recommended by ISO and NIST, and
will develop a thorough understanding of the terminology and characteristics of different
forms of malicious software.

Learning Outcomes

On completing the chapter, you will be able to:

1. Understand recent mega breaches and explain malware and ransomware
attacks.

Assessment Criteria

2.1 Apply threat and risk management concepts and models.

2.2 Explain the terms malware, ransomware and other forms of intentional malicious cyber
attacks.

2.1 Threat and risk management concepts and models

[ Over to you — Video Watch: Risk Management Frameworks
Title: NIST Cybersecurity Framework — A Brief Overview
Link: https://youtu.be/f-6J7-WqcGE ?si=FZ-eLN ERtLb2xMU

After watching, list the five core functions of the NIST Cybersecurity Framework. How do
these functions support a risk-based approach to cyber security?

ISO 27001 and I1SO 27005

ISO/IEC 27001 is the international standard for information security management systems
(ISMS). It provides a systematic approach to managing sensitive company information so
that it remains secure, encompassing people, processes, and technology. The standard
follows a risk-based approach, requiring organisations to identify information security risks,
select appropriate controls to address those risks, and continually monitor and improve their
security posture.

ISO/IEC 27005 provides guidelines specifically for information security risk management. It
supports the general concepts specified in ISO 27001 and provides a structured process for
risk assessment that includes: establishing the context, risk identification, risk analysis, risk
evaluation, and risk treatment. The standard recommends both qualitative approaches
(using descriptive scales such as low, medium, and high) and quantitative approaches
(using numerical values and statistical methods) to risk assessment.

NIST Cybersecurity Framework (CSF)
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The US National Institute of Standards and Technology (NIST) Cybersecurity Framework is
one of the most widely adopted risk management frameworks globally. Updated to version
2.0in 2024, it provides a structured approach organised around six core functions:

* Govern — establishes and monitors the organisation’s cybersecurity risk
management strategy, expectations, and policy.

* Identify — understand the organisational context, the resources that support critical
functions, and the related cyber security risks.

* Protect — implement appropriate safeguards to ensure the delivery of critical
services.

* Detect — develop and implement activities to identify the occurrence of a cyber
security event.

* Respond — take action regarding a detected cyber security incident.

* Recover — maintain plans for resilience and restore capabilities impaired during a
cyber security incident.

Cyber Threat Intelligence (CTI)

Cyber Threat Intelligence is evidence-based knowledge about existing or emerging threats
to assets. The intelligence cycle consists of four key phases: Directing (defining
requirements and priorities), Collecting and Analysing (gathering data from multiple sources
and turning it into actionable intelligence), Disseminating (distributing intelligence to relevant
stakeholders), and Action-On (using the intelligence to inform decisions and improve
defences). Effective CTl enables organisations to shift from a reactive to a proactive security
posture.

[ Over to you — Framework Comparison

Create a comparison table that identifies at least three similarities and three differences
between ISO 27001 and the NIST CSF. Consider: scope, approach, structure,
certification, and adoption. Which framework would you recommend for (a) a UK-based
SME and (b) a US government contractor? Justify your answer.

2.2 Malware, ransomware and other intentional malicious
attacks
Malware (malicious software) is any software intentionally designed to cause damage to a

computer, server, client, or network. Understanding the different forms of malware, their
delivery mechanisms, and their effects is essential for cyber security professionals.

Types of Malware

Malware Type | Description

Virus Self-replicating malicious code that attaches to legitimate programs
and spreads when the host program is executed. Requires human
action to propagate.

Worm Self-propagating malware that spreads across networks without
human interaction, exploiting vulnerabilities in operating systems
and applications.
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Trojan Malware disguised as legitimate software. Unlike viruses and
worms, trojans do not self-replicate but provide backdoor access to
attackers.

Ransomware Encrypts victim files and demands payment for decryption. Modern

variants use double extortion (threatening to publish stolen data)
and ransomware-as-a-service (RaaS) models.

Spyware Secretly monitors user activity and collects personal information
such as passwords, browsing habits, and financial data.

Rootkit Hides its presence and provides continued privileged access to a
system while evading detection by security software.

Botnet A network of compromised computers (bots or zombies) controlled
remotely by an attacker to perform coordinated attacks such as
DDoS.

Keylogger Records keystrokes to capture sensitive information such as

passwords and credit card numbers.

Fileless Malware Operates in system memory without writing files to disk, making it
difficult to detect with traditional antivirus solutions.

& Did you know?

The first known ransomware attack occurred in 1989 when the AIDS Trojan (PC Cyborg)
was distributed via floppy disks at a World Health Organisation conference. It encrypted
file names on the C: drive and demanded a payment of $189 to a PO Box in Panama.
Today, ransomware payments frequently reach millions of dollars, and ransomware-as-
a-service operations function like professional businesses with customer support and
affiliate programmes.

= Case Study — WannaCry Ransomware and the NHS (2017)

In May 2017, the WannaCry ransomware attack affected over 200,000 computers in 150
countries. In the UK, the National Health Service was severely impacted: 80 hospital
trusts were affected, nearly 600 GP practices were disrupted, and approximately 19,000
appointments were cancelled. The attack exploited a vulnerability in Microsoft Windows
(EternalBlue) for which a patch had been available for two months but had not been
applied to many NHS systems.

Task: (1) What specific vulnerability did WannaCry exploit? (2) Why had many NHS
trusts not applied the available patch? (3) Calculate the estimated financial and human
impact of the attack on the NHS. (4) What recommendations would you make to prevent
a similar incident?

Reading List

* Chapple, M., Stewart, J.M. and Gibson, D. (2024) (ISC)? CISSP Certified Information
Systems Security Professional Official Study Guide. 10th edn. Indianapolis, IN:
Sybex.

Page 13



Level 4 Diploma in Cyber Security — Cyber Security Threat and Risk

« Sikorski, M. and Honig, A. (2021) Practical Malware Analysis: The Hands-On Guide
to Dissecting Malicious Software. 2nd edn. San Francisco, CA: No Starch Press.

* NIST (2024) NIST Cybersecurity Framework 2.0. Gaithersburg, MD: National
Institute of Standards and Technology. Available at:
https://www.nist.gov/cyberframework (Accessed: 15 March 2026).

« Stamp, M. (2022) Information Security: Principles and Practice. 3rd edn. Hoboken,
NJ: Wiley.

Summary

In this chapter, you have explored the principal frameworks and models for managing cyber
security threats and risks, including ISO 27001, ISO 27005, and the NIST Cybersecurity
Framework. You have learned about the Cyber Threat Intelligence cycle and its four phases.
You have also developed a detailed understanding of malware types, including viruses,
worms, trojans, ransomware, spyware, rootkits, botnets, and fileless malware, and have
examined real-world case studies demonstrating their impact on organisations.
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Chapter Three — Advanced Threats: Customised
Intrusion Tools and Mega Breaches

Introduction

This chapter examines how threat actors are advancing their capabilities by developing
customised intrusion tools. You will explore the techniques used by malicious hackers,
analyse how intrusions lead to mega data breaches, and develop the analytical skills needed
to conduct a post-incident investigation. The chapter bridges technical understanding with
business analysis, preparing you for the summative assessment.

Learning Outcomes

On completing the chapter, you will be able to:

2. Understand how threats and malicious hackers are advancing and developing
customised intrusion tools.

Assessment Criteria

3.1 Discuss the development of customised intrusion tools and their use by malicious
hackers.

3.2 Analyse how an intrusion occurred to cause a mega data breach.

3.1 Customised intrusion tools and their use

The cyber threat landscape has evolved significantly from the era of opportunistic, script-
based attacks to today’s sophisticated, targeted intrusions. Modern threat actors — including
nation-state groups, organised criminal syndicates, and advanced persistent threat (APT)
groups — increasingly develop and deploy customised intrusion tools designed to evade
detection and achieve specific objectives.

The Evolution of Hacking Tools

Early hacking tools were relatively simple, often shared freely in online forums. Today, the
landscape has transformed dramatically. Customised intrusion tools are developed with the
same rigour as commercial software, with version control, testing, and quality assurance.
Key developments include:

+ Advanced Persistent Threats (APTs) — long-term, targeted intrusion campaigns
typically associated with nation-state actors. APT groups develop bespoke malware,
zero-day exploits, and sophisticated social engineering campaigns tailored to specific
targets.

» Exploit kits — pre-packaged collections of exploits that automatically probe a target
for vulnerabilities and deliver appropriate payloads. These lower the technical barrier
to entry for cyber crime.

+ Living off the land (LotL) — techniques that use legitimate system tools (such as
PowerShell, WMI, and certutil) to carry out malicious activities, making detection
extremely difficult because the tools themselves are not inherently suspicious.

+ Ransomware-as-a-Service (RaaS) — criminal business models where ransomware
developers lease their tools to affiliates in exchange for a percentage of the ransom
payments, professionalising cyber crime.
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+ Al-enhanced attacks — the emerging use of artificial intelligence to automate
vulnerability discovery, generate convincing phishing content, and adapt attack
strategies in real time.

@ Industry Insight — The Cyber Crime Economy

Cyber crime has evolved into a highly organised, professional industry. The dark web
hosts marketplaces where stolen data, exploit kits, botnets-for-hire, and ransomware-as-
a-service subscriptions are bought and sold. Some criminal operations even offer
customer support, service level agreements, and money-back guarantees.
Understanding this ecosystem is essential for anticipating threats and designing effective
defences.

3.2 Analysing how an intrusion caused a mega data breach

Analysing the anatomy of a mega data breach requires a structured approach that examines
the complete attack lifecycle. The Cyber Kill Chain, developed by Lockheed Martin, provides
a useful framework for this analysis. It describes the seven stages of a targeted cyber attack:
Reconnaissance, Weaponisation, Delivery, Exploitation, Installation, Command and Control
(C2), and Actions on Obijectives.

| Need to know — The Cyber Kill Chain

1. Reconnaissance — Gathering information about the target. 2. Weaponisation —
Creating the attack payload. 3. Delivery — Transmitting the weapon to the target (e.g. via
email). 4. Exploitation — Triggering the vulnerability. 5. Installation — Establishing a
persistent presence. 6. Command and Control — Establishing a channel for remote
control. 7. Actions on Objectives — Achieving the attacker’s goals (data exfiltration,
destruction, etc.).

Defenders can disrupt an attack at any stage of the kill chain. The earlier the disruption,
the less damage is caused.

= Case Study — The MOVEit Transfer Breach (2023)

In May 2023, the ClOp ransomware group exploited a zero-day SQL injection
vulnerability in MOVEIit Transfer, a managed file transfer solution used by thousands of
organisations worldwide. The attack compromised data from over 2,500 organisations
and affected more than 65 million individuals. Victims included government agencies,
financial institutions, universities, and healthcare providers across multiple countries.

Task: Using the Cyber Kill Chain framework, map the stages of the MOVEit attack. For
each stage, identify: (a) what the attackers did, (b) what controls could have disrupted
the attack, and (c) the business impact at that stage. Write your analysis as a 500-word
post-incident briefing note.

[ Over to you — Video Watch: How Hackers Think
Title: How Hacking Actually Works — LiveOverflow
Link: https://www.youtube.com/watch?v=wMGVNsFCBNg
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After watching, consider how the mindset of an attacker differs from that of a defender.
Why is it important for cyber security professionals to understand offensive techniques?

Reading List

Hadnagy, C. (2023) Social Engineering: The Science of Human Hacking. 2nd edn.
Indianapolis, IN: Wiley.

Hutchins, E.M., Cloppert, M.J. and Amin, R.M. (2021) Intelligence-Driven Computer
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Summary

In this chapter, you have examined how threat actors are advancing their capabilities
through customised intrusion tools, including APTs, exploit kits, living-off-the-land
techniques, and ransomware-as-a-service. You have also learned to use the Cyber Kill
Chain framework to analyse how intrusions lead to mega data breaches, and have applied
this analysis to real-world case studies. These analytical skills are directly applicable to your
summative assessment.
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Glossary

Word / Term Explanation

Advanced Persistent A prolonged and targeted cyber attack in which an intruder
Threat (APT) gains access to a network and remains undetected for an
extended period.

Botnet A network of compromised computers controlled remotely
by an attacker to carry out coordinated cyber attacks.

Business Impact Analysis A systematic process for evaluating the potential effects of
(BIA) an interruption to critical business operations.

Cyber Kill Chain A seven-stage framework developed by Lockheed Martin
describing the phases of a targeted cyber attack.

Cyber Threat Intelligence  Evidence-based knowledge about existing or emerging
(CTI) threats that informs security decisions.

DDoS Distributed Denial of Service — an attack that uses multiple
compromised systems to flood a target with traffic.

Dwell Time The length of time an attacker has undetected access to a
network before the breach is discovered.

Exploit Kit A pre-packaged toolkit that automates the exploitation of
client-side vulnerabilities.

ISO 27001 The international standard for information security
management systems (ISMS).

Living off the Land (LotL) Attack techniques that use legitimate system tools for
malicious purposes.

Malware Malicious software designed to damage, disrupt, or gain
unauthorised access to computer systems.

Mega Breach A data breach affecting more than one million records.

NIST CSF The National Institute of Standards and Technology

Cybersecurity Framework — a widely adopted risk
management framework.

Phishing A social engineering attack that uses deceptive emails or
messages to trick individuals into revealing sensitive
information.

Ransomware Malware that encrypts files and demands payment for their
decryption.

Risk The likelihood that a threat will exploit a vulnerability and

the resulting impact on the organisation.

Rootkit Malware that provides continued privileged access while
hiding its presence from detection tools.

Social Engineering Psychological manipulation of people into performing
actions or divulging confidential information.
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Supply Chain Attack

Threat

Vulnerability

Zero-day Exploit

An attack that targets a trusted third-party supplier to gain
access to the ultimate target organisation.

Any circumstance or event with the potential to cause harm
to an information system.

A weakness in a system, process, or control that can be
exploited by a threat.

An attack that exploits a previously unknown vulnerability
before a patch is available.
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MCQs and True & False Questions (self-
assessment)

True or False Questions

. A threat is the likelihood that a vulnerability will be exploited.

. Phishing is the most common initial attack vector for data breaches.

. A worm requires human interaction to spread across a network.

. ISO 27001 is a risk management framework published by NIST.

. Ransomware encrypts victim files and demands payment for decryption.

. The Cyber Kill Chain has five stages.

. Dwell time refers to how long an attacker has undetected access to a network.

0 NOoO OB WN =

. A Business Impact Analysis identifies critical business functions and their recovery
priorities.

9. Living off the land techniques use custom malware to evade detection.

10. The NIST CSF version 2.0 includes a Govern function.

11. A trojan is a self-replicating program that spreads without user interaction.
12. Supply chain attacks compromise a trusted third party to reach the target.
13. Fileless malware writes executable files to the hard disk.

14. A zero-day exploit targets a vulnerability for which no patch exists.

15. The risk equation is: Risk = Threat x Vulnerability x Impact.

16. Qualitative risk assessment uses numerical values and statistical methods.
17. The ICO can impose fines of up to 4% of annual global turnover for data breaches.
18. A botnet is a network of compromised devices controlled remotely.

19. Spear phishing targets random individuals with generic messages.

20. Ransomware-as-a-Service is a criminal business model.

Multiple Choice Questions

1. What is the primary purpose of a Business Impact Analysis?

A. To identify the attacker responsible for a breach

B. To evaluate the potential effects of a disruption to critical operations
C. To install antivirus software

D. To encrypt sensitive data

2. Which framework uses the functions: Govern, Identify, Protect, Detect, Respond,
Recover?

A. I1SO 27001

B. COBIT

C.NISTCSF 2.0
D. ITIL

3. What type of malware disguises itself as legitimate software?

A. Worm
B. Virus
C. Trojan
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D. Adware

. Which of the following is NOT a stage of the Cyber Kill Chain?

4

A. Reconnaissance
B. Weaponisation
C. Authentication
D. Exploitation

The SolarWinds attack (2020) is an example of:
. A phishing attack
. A supply chain attack
. A DDoS attack
. A brute force attack

oW o

What does the ‘dwell time’ measure?

. Time to deploy a patch

. Time an attacker has undetected access
. Time to restore backups

. Time between two attacks

oOoOwm>» o

Which regulation allows the ICO to impose fines for data breaches?
. Sarbanes-Oxley Act

. UK GDPR and Data Protection Act 2018

. Computer Misuse Act 1990

. Freedom of Information Act 2000

oOoOw>» N

Ransomware-as-a-Service (RaaS) involves:

. Governments providing ransomware to allies

. Developers leasing ransomware tools to affiliates
. Security firms selling decryption keys

. Insurance companies covering ransom payments

oOw>r ®

. ‘Living off the land’ techniques:

. Use custom malware to avoid detection

. Exploit physical security weaknesses

. Use legitimate system tools for malicious purposes
. Require physical access to the target network

OOw> ©

10. Which is an example of reputational impact from a breach?

A. Paying for forensic investigation

B. Loss of customer trust and negative media coverage
C. Purchasing new antivirus licences

D. Filing a police report

11. ISO 27005 specifically provides guidelines for:

A. Network architecture

B. Information security risk management
C. Software development

D. Physical security
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12. What vulnerability did WannaCry exploit?

A. SQL injection

B. EternalBlue (SMB vulnerability)
C. Cross-site scripting

D. Buffer overflow in Apache

13. The four phases of the Cyber Threat Intelligence cycle are:

A. Plan, Do, Check, Act

B. Directing, Analysing, Disseminating, Action-On
C. Identify, Protect, Detect, Respond

D. Prevent, Detect, Respond, Recover

14. A mega breach is generally defined as affecting:

A. More than 100 records

B. More than 10,000 records
C. More than 1 million records
D. More than 1 billion records

15. Which of the following is a direct financial cost of a data breach?

A. Loss of customer trust

B. Negative media coverage
C. Forensic investigation fees
D. Employee stress

Answers to True/False Questions
1. False. A threat is any circumstance or event with the potential to cause harm. Risk is the
likelihood that a threat will exploit a vulnerability.

2. True. Phishing and social engineering consistently rank as the most common initial attack
vector.

3. False. Worms are self-propagating and do not require human interaction to spread.

4. False. 1ISO 27001 is published by ISO/IEC. NIST publishes the Cybersecurity Framework.
5. True. Ransomware encrypts data and demands a ransom, typically in cryptocurrency.

6. False. The Cyber Kill Chain has seven stages, not five.

7. True. Dwell time measures the period between initial compromise and detection.

8. True. A BIA identifies critical functions, recovery priorities, and acceptable downtime
thresholds.

9. False. Living off the land techniques use legitimate system tools, not custom malware.
10. True. The Govern function was added in NIST CSF 2.0 (2024).

11. False. A trojan disguises itself as legitimate software but does not self-replicate.

12. True. Supply chain attacks exploit trust relationships with third-party suppliers.

13. False. Fileless malware operates in system memory without writing to disk.

14. True. A zero-day exploit targets a vulnerability that has no available patch.

15. True. This is the standard risk equation used in information security.
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16. False. Qualitative assessment uses descriptive scales (low, medium, high). Quantitative
uses numerical values.

17. True. The ICO can impose fines up to £17.5 million or 4% of annual global turnover.
18. True. A botnet consists of compromised devices (bots/zombies) under remote control.

19. False. Spear phishing targets specific individuals with personalised messages. General
phishing targets random users.

20. True. RaaS is a criminal business model where ransomware is leased to affiliates.

Answers to Multiple Choice Questions

1. (B) To evaluate the potential effects of a disruption to critical operations
2. (C) NIST CSF 2.0
3. (C) Trojan
4. (C) Authentication
5. (B) A supply chain attack
6. (B) Time an attacker has undetected access
7. (B) UK GDPR and Data Protection Act 2018
8. (B) Developers leasing ransomware tools to affiliates
9. (C) Use legitimate system tools for malicious purposes
10. (B) Loss of customer trust and negative media coverage
11. (B) Information security risk management
12. (B) EternalBlue (SMB vulnerability)
13. (B) Directing, Analysing, Disseminating, Action-On
14. (C) More than 1 million records
15. (C) Forensic investigation fees
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